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In the first half of 2022, PinDrop
recorded a 1,400 percent increase in deep
fake attacks.




ChatGPT is Commanding 1.6 Billion Monthly Visits

ChatGPT brings in over 1.6 billion monthly visits, putting it above giants like Netflix and The New
York Times.

I Monthly Traffic (Visits)

OpenAl (ChatGPT)

Netflix 1.5B

Pinterest

Microsoft 1B

Twitch 1B

New York Times

Source: Similarweb - Created with Datawrapper




Public Availability

2,298: TOOLS FOR Al FACE SWAP, LIP SYNC, FACE
REENACTMENT, AI-AVATARS

10,200: TOOLS FOR Al IMAGE GENERATION

1,018: TOOLS FOR Al VOICE GENERATOR, VOICE CLONING

12/19/2024



Human Detection of Deepfakes...

51%

of testers were able to detect
deepfake videos vs authentic

e

2024 Nature Study | N=91



SOURCE: ZELENSKYY SOURCE: TWITTER
UKRAINIAN PRESIDENTIAL PRESS OFFICE ORIGINAL VIDEO CREATOR: UNKNOWN




17%

hiring managers say they've encountered
candidates using deepfake technology.

2025 Resume Genius Study



Deepfake Pagan Ritual 11/25/2024
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ALERT: Instagram Reel of Equinox Ritual Chant at the Equinox Stone is of me NOT 4 J “\ : \ , S
HHS Assistant Secretary Rachel Levine. It was stolen, altered with Al & put out on X 5,579 likes / ) .

Check my #SelenaFoxUpdates Facebook page for link to AFP news article exposing
this deepfake!
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Deepfake Oval Office 2/25/2025




False Memories from Al

Key Findings
e MIT Study: 2024

o Results show the
generative chatbot
condition significantly
increased false memory
formation, inducing over 3
times more immediate false
memories than the control
and 1.7 times more than
the survey method
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Bad Actors Adopt Al Tooling: Public & Private

An Al companion suggested he kill his parents.
Now his mom is suing.
A new Texas lawsuit against Character.ai, alleging its chatbots poisoned a son against his family,

is part of a push to increase oversight of Al companions.
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Free, Open, & Publicly Available

VISR RIS N
\-)"'»\ ) ’,
Israeli propaganda  §




202 Public Elections (USA)

Key Findings

5.8M Views

32K Interactions
12: Soclal
Media Platforms

https://www.dailvmotion.Com/plavlist/x8e4t4



https://www.dailymotion.com/playlist/x8e4t4

Google Veo 3 & Google Flow
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MidJourney Video & Lawsuits!?




Al Changing Your Opinion?

University of Zurich Al Study: 2025

e Al-generated comments were six
times more persuasive than
human-written responses

o A University of Zurich Al
study on Reddit's
r/changemyview subreddit,
using deceptive Al bots,
caused controversy over
ethical concerns and lack of
consent, despite
demonstrating Al's
persuasive potential.




South Korea Digital Sex Crimes

226.9%

Increase in digital sex crime
reporting at The Digital Sex Crime
Victim Support Centre




HYBE & DeepFake Arrests

Apr 12. 2025

8 arrested in the last week with @@@ A%,
another 23 under investigations in
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2025 Al & Trend Alerts:

Most Watched VTubers 01-310c,2024 W F cOK 0 Zcomw § & » »

Based on Hours Watched

Get more v analyti streamscharts.com / pricing \\ ‘S:L"A%'gs

Log in to allow the Al to remember past conversations. Register

Airtime: 80h 55m 332h 20m 169h 40m 96h 55m 109h 40m 84h 35m 182h 50m
M =3 7 ronn se e h, H Koy h. K35 X Kuzut

Private Call

https://athenegpt.ai/video-call?ai=jesus

https://www.twitch.tv/ask jesus



https://athenegpt.ai/video-call?ai=jesus
https://www.twitch.tv/ask_jesus

2025 Al & Trend Alerts:




2025 Al “Romance” Updates

Face Swapping

CONTENT THEFT

IS THE FUTURE

i This Content is for Education®! Plifpbses Only

¢ LEARN MORE

swan>  SHOP NOW

https://www.wired.com/story/ai-pimping-industry-deepfakes-instagram/
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https://www.wired.com/story/ai-pimping-industry-deepfakes-instagram/

Nation State Actor - Al

Alibaba Cloud, releases its new image generation tool called WANX, which has been
retroactively used to generate high volumes of sexually explicit content.




Nation State Actor - Al

Bytedance, releases its new character consistent generation tool called Phantom, and
their latest open source Google Veo alternative SeeDance




Shop smarter, not harder with
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2025 Al Updates

LSP: Convicted sex offender among 2 men
arrested after investigation into unlawful

deepfakes

2 MEN ARRESTED IN UNLAWFUL DEEPFAKE INVESTIGATION
LOUISIANA STATE POLICE

US POLITICS

Bill to protect victims of deepfake ‘revenge’ porn passes US

Sen. Ted Cruz, R-Texos, speaks about a bill to help protect victims of deepfokes and revenge pom, at the Capitol in Washington, Tuesday, June 18,
Photo/J. Scott Applewhite)

by: Julianna 55
: Feb 25




Al Offensive Usage by Private Organizations

Headline:

e (02 has today unveiled the
newest member of its fraud
prevention team, ‘Daisy’. As
'Head of Scammer Relations/,
this state-of-the-art Al Granny's
mission is to talk with fraudsters
and waste as much of their time
as possible
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Al Systems | 2025 Future of Wor
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MCP | Security Mitigation

® Tool Poisoning: Attackers encode hidden ® Agent Planning Isolation: Separate tool ingesti
instructions within a tool’s name, description, or from task planning. Limit context exposure during
parameters. These instructions redirect intent, the planning phase to trusted descriptors only.

modifying behavior, or injecting subtle

hallucinations. ® Metadata Sanitization: Implement NLP-based

filtering of all incoming tool metadata before
® Malicious External Resources: Even when the ingestion. Red flag patterns resembling system
MCP server itself is clean, it may route requests instructions, jailbreak chains, or recursive logic.
through an untrusted third-party API. The
external resource then injects prompt-based
attacks in returned content, which the LLM T
Data

consumes as legitimate.
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You're Welcome? O el

Rob Petrosino
Strategic Engagement Advisor - Al | Office of the Private Sector
Rob@vissi.io



mailto:Rob@vissi.io

	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7: Human Detection of Deepfakes…
	Slide 8
	Slide 9
	Slide 10: Deepfake Pagan Ritual 11/25/2024
	Slide 11: Deepfake Oval Office 2/25/2025
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24: Nation State Actor - AI 
	Slide 25: Nation State Actor - AI 
	Slide 26
	Slide 27: AI Offensive Usage by Private Organizations 
	Slide 28: AI Systems | 2025 Future of Work
	Slide 29: MCP | Security Mitigation
	Slide 30

