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The ‘year of AI’ meets the ‘year of 

elections’



We’ve all been 

warned of the 

AI apocalypse

(Image generated with Perplexity)



Bad actors are using AI 

…but not the way you were told



Adversarial use of AI in 2024 Elections



Influence Operations: 2015 vs 2025

Source: Ksenia Iliuk, LetsData
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But a lot of ops still went old school



The Pravda Network: the 

most influential sites 

you’ve never heard of



A growing pro-Russia news aggregator







97 low-quality sites.

3.6M articles per year.

…for what purpose? 



Introducing: 

LLM grooming

Pravda network likely 

custom-built to flood 

large language models 

with pro-Russia 

content

Signs:

Unfriendly to 
human users

Poor translations 
with code snippets, 
characters, words, 
phrases from other 

languages

Content aggregated 
from elsewhere and/or 
replicated across 
many domains / 

languages 

Social media presence 
may exist, but is 

ineffective/furthers 
grooming & flooding w 

linkbacks



AI can’t reason, so we 

need to teach users 

how to.



^
 

and chat bots!



Power, Policy, and Progress

• Content provenance (C2PA, Adobe’s Content Authenticity 

Initiative)

• AI companies must:

+ take reasonable steps to ensure that their training 

datasets and models themselves do not include known, 

malign foreign disinformation

+ acknowledge the limits of their tools



Our adversaries won’t 

stop using these tools; 

we need to act.



“I know of no safe depository of the ultimate powers 

of the society but the people themselves; and if we 

think them not enlightened enough to exercise their 

control with a wholesome discretion, the remedy is 

not to take it from them, but to inform their 

discretion by education.” 

-Thomas Jefferson, 1820



Thank you! 

• Books: 

+ How to Lose the Information War

+ How to Be a Woman Online

• Social media

+ IG:@wiczipedia

+ LI: ninajankowicz

+ Bsky: @ninajankowicz.com

• Website: ninajankowicz.com | americansunlight.org  
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