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The ‘year of AlI’ meets the ‘year of

NEWS TECHNOLOGY UK

Keir Starmer suffers UK
politics’ first deepfake
A fake recording of a candidate saying he’d moment. It won’t be the last

rigged the election went viral. Experts say it’s
only the beginning Deepfake of opposition leader is still racking up views, as experts warn UK
response to Al-generated fake content barely scratches the surface.

Artificial Intelligence and deepfakes
take over Pakistan's elections

p | for America
04:20

A candidate targeted by a deepfake has an Al warning l.lﬂllbgll..ﬂll : ‘
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TRUTH OR FAKE ® FRANCE 24

Elon Musk Shares Manipulated Harris
Video, in Seeming Violation of X’s
Policies

The billionaire owner of the social media platform X reposted a
video that mimics Vice President Kamala Harris’s voice, without
disclosing that it had been altered.

D Listen to this article - 7:17 min Learn more &f sharefularticie 2> [[]




We’ve all been
warned of the

Al apocalypse

(Image generated with Perplexity)



Bad actors are using A
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Adversarial use of Al in 2024 Elections

U.S. says Russian bot farm used Al to
impersonate Americans

JULY 9, 2024 - 5:32 PM ET

Once a Sheriff's Deputy in Florida,

Now a Source of Disinformation From
Russia

In 2016, Russia used an army of trolls to interfere in the U.S.
presidential election. This year, an American given asylum in
Moscow may be accomplishing much the same thing all by
himself.

With the help of commercially available artificial intelligence tools,
including OpenAI’s ChatGPT and DALL-E 3, he has filled the sites
with tens of thousands of articles, many based on actual news

events. Interspersed among them are also bespoke fabrications
that officials in the United States and European Union have
attributed to Russian intelligence agencies or the administration of
President Vladimir V. Putin.




Influence Operations: 2015 vs 202
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But a lot of ops still went old schoo

an Inside Tenet Media, the pro-Trump . .
-supergroup’ allegedly funded by FBI says Iranian hackers tried

FBI issues warning over two fake Russia but fail e d tO intere St Bi d en

eIECtlon Wdeos Even some of the right-wing stars hired by the group last year wondered why it existed.

2026 sid) sl ltléwjanewfederalind‘ictmentclaims it was a propaganda front. Campaign in StOlen Trump infO

Olga Robinson, Shayan Sardarizadeh and Mike Wendling
BBC Verify and BE
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WASHINGTON (AP) — Iranian hackers sought to interest President Joe Biden’s
campaign in information stolen from rival Donald Trump’s campaign, sending
unsolicited emails to people connected to the Democratic president in an effort to

interfere in the 2024 election, the FBI and other federal agencies said Wednesday.

There’s no evidence that any of the recipients responded, officials said, preventing the

hacked information from surfacing in the final months of the closely contested election.

The hackers sent emails in late June and early July to people who were associated with

Biden’s campaign before he dropped out. The emails “contained an excerpt taken from
The Federal Bureau of Investigation (FBI) has warned of two fake videos circulating
online that aim to cast doubt around the US presidential election - the latest in a series

of alerts by top officials. i - emails,” according to a U.S. government statement.

stolen, non-public material from former President Trump's campaign as text in the




The Pravda Network: the
most influential sites

ou’ve never heard of




A growing pro-Russia news aggregato

Countries Targeted by Portal Kombat's Pravda Network

ASP's findings are depicted in yellow, and past findings are in blue.
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97 low-quality sites.

3.6M articles per year.
...for what purpose:




Introducing:
LLM grooming

Pravda network likely
custom-built to flood
large language models
with pro-Russia
content

Unfriendly to
human users

Poor translations
with code snippets,
characters, words,
phrases from other

languages

Content aggregated
from elsewhere and/or
replicated across
many domains /
languages

Social media presence
may exist, but is
ineffective/furthers
grooming & flooding w
linkbacks




Al can’t reason, so we

need to teach users




We published real photos of troops sleeping on a
floor in L.A. Right-wing critics called them fake

So widespread were the claims that fact-checking organizations launched inquiries. Then the Pentagon confirmed the Chronicle’s

images were authentic.

and chabk bots'

By Matthias Gafni, Investigative Reporter @ @ @
June 10, 2025

4
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The photo was likely taken on August 19, 2021, during the U.S. military
evacuation from Afghanistan at Kabul's airport, based on military
metadata and news reports. Its use in a 2025 post to critique current
troop conditions in Los Angeles is misleading, as it depicts a different
event under a different administration. Verify image contexts to avoid
misinformation.

Photos obtained by the Chronicle show California National Guard troops deployed by the White House to Los Angeles
packed together in what appear to be federal building basements or loading docks. The source who provided the photo
said they redacted the name of one soldier that appeared in this photo.



Power, Policy, and Progress

 Content provenance (C2PA, Adobe’s Content Authenticity
Initiative)

* AT companies must:

+ take reasonable steps to ensure that their training
datasets and models themselves do not include known,
malign foreign disinformation

+ acknowledge the limits of their tools



Our adversaries won’t

top using these tools;

we need to act.



“I Rnow of no safe depository of the ultimate powers
of the society but the people themselves; and 1f we
think them not enlightened enough to exercise their
control with a wholesome discretion, the remedy 1s
not to take 1t from them, but to inform their
discretion by education.”™

-Thomas Jefferson, 1820



Thank you!

* Books:
+ How to Lose the Information War
+ How to Be a Woman Online
* Social media
+ IG:@wiczipedia
+ LI: ninajankowicz

+ Bsky: @ninajankowicz.com

* Website: ninajankowicz.com | americansunlight.org
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