airia

o l

Al Sprawl is Happening Now
The Urgent and Growing Risks to Address

NITHISH RAJAN

HEAD OF SOLUTIONS
DECEMBER 9, 2025
© 2025 Airia, LLC



Typical Enterprise Al Journey

Risks multiplying to

Starts with Embedded Agents business co.ntinuity,
casual use Embedded Al usage Expanded being turned on by data security and

of chat Copilot ~ @cross existing tech Copilot rollout vendors with or compliance
applications initial trial stack without notifying

More chatbots Point solutions

Web for search, marketing, Hundreds of agents
. _ legal.... working
chatbot  Specific use case(s) Employees using Explosion of  autonomously, Al in
with consultant or ersonal subscriptions Xplosion o
“ i ” P P creative ideas and embedded and
customized approach to Al products Ic od 1
= $$$% opportunities to add ~ connected (o core
value or create applications
efficiencies
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Al proliferation will outpace your ability to
manage, secure and govern it
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. Subject: Final Deprecation Reminder: gpt-3.5-turbo-0301, gpt-
a p I 3.5-turbo-0613, and gpt-3.5-turbo-16k-0613
D ti
P &} OpenAl

of “Old e
minder that the following models will no
Welcome  User Guides APl Reference  Prompt Library  Release Notes  Developer Newsletter pble sta rtmg next Frlday’ September 13,
Models
Token counting (beta) urbo-0301
All publicly released models are listed below with their status: urbo-0613
Test and evaluate urbo-16k-0613
Guaranteed Available Current
Strengthen guardrails ABTModel Nume il SHIE Deprenarcd d that your organization has recently used
Using the Evaluation Tool claude-1.
Generative Al on Vertex Al > Documentation Was this helpful? 5 G
Resources clavdeal: G . AI V Al d . 0
enerative Al on Vertex eprecations O - Send feedback
Blossary claude-1.
Model Deprecations The Google Cloud Platform Terms of Service (section 1.4(d), "Discontinuation of Services") defines the deprecation
System status claude-1.|  policy that applies to Generative Al on Vertex Al. The deprecation policy only applies to the services, features, or products
listed therein.
Claude 3 model card
claude-in|
Anthropic Cookbook After a service, feature, or product is officially deprecated, it continues to be available for at least the period of time
) defined in the Terms of Service. After this period of time, the service is scheduled for shutdown.
Anthropic Courses claude-in|
. Feature Deprecated date Shutdown Details
Legal center claude-in| e
Gemini 1.0 Pro and Gemini 1.0 Pro Vision  February 15, April 9,2025 For details, see Gemini 1.0 Pro and Gemini 1.0 Pro
2024 Vision.
PaLM, Codey, and select embeddings April 9,2024 April 9,2025 For details, see Pathways Language Model (PaLM).
models
Ld L]
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Cost Differences Becoming Significant

Same prompt, same model provider, similar responses but wildly different costs

& Openal
4 )

$10/ 1M Tokens gpt-4o0 $15/ 1M Tokens

$2.00 / 1M Tokens gpt-4.1 $8 / 1M Tokens

$0.10 / 1M Tokens gpt-4.1 nano $0.40 / 1M Tokens

$1.25/ 1M Tokens gpt-5 $10/ 1M Tokens
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Al Dependence Creates New Risks

™ Mashable

ChatGPT, Sora down: OpenAl
confirms partial outage

Tech > Tech news

-ChatGPT DOWN as users report mysterious outage that ¢ Tom'sGuide
StOpS bOt from re5p°ndmg ChatGPT is down — live updates on

Owners OpenAl has launched an investigation into the problem massive OpenAI outage

Jamie Harris, Assistant Technology and Science Editor
Published: 8:47, 3 Sep 2025 | Updated: 11:00, 3 Sep 2025

10 minutes ago

a0 TechRadar

ChatGPT is down - here's everything we know about the
outage

ChatGPT is experiencing a major outage as users across the internet report problems

with OpenAl's chatbot. Techradar is coyarinatha : :
Is Claude AI Down? Users Report 'Unexpected Capacity Constraint' Error

LIVE i
- 5 manteS ago Authored by: Aradhana Brahma | Updated Feb 24, 2025, 04:16 IST










Can you trust the model?
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DeepSeek Terms of Use

Last Update: January 20, 2025

C cicliicu LU d coC |G as weil as oo Iatedterms, cS, Ul guiuc cS U Dlatio 4
for that specific function. In the event of any conflict between these Terms and the Specific Terms, the

these Terms.

Among them, the DeepSeek Open Platform Terms of Service is specifically applicable to your use of the Application Programming Interface (API) or other developer tools and open platform services provided by this platform.

For detailed rules on how we collect, protect, and use personal information, please carefully read the DeepSeek Privacy Policy.

We especially remind you to carefully read (minors under the age of 18 shall read with their legal guardian) and fully understand all the terms before using the Services. When you agree to these Terms through online page clicks,

with any part of these Terms, or cannot accurately understand our interpretation of any term, please click disagree or stop using our services.

7.Disclaimer of Warranties, Limitations of Liability, and Indemnity

7.1 NOTHING IN THESE TERMS SHALL AFFECT ANY STATUTORY RIGHTS THAT YOU CANNOT CONTRACTUALLY AGREE TO ALTER OR WAIVE AND ARE LEGALLY ALWAYS ENTITLED TO AS A CONSUMER.

7.5 You agree to indemnify, defend, and hold us and our affiliates and licensors (if any) harmless against any liabilities, damages, and costs (including reasonable attorneys'fees) payable to a third party arising out of a breach by
you or any user of your account of these Terms, your violation of all applicable laws and regulations or third party rights, your fraud or other illegal acts, or your intentional misconduct or gross negligence, to the extent permitted

by the applicable law.
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Lenovo's Customer Service Al Chatbot Got Tricked Into Revealing ©®
Sensitive Information. Here's How.

Il A single 400-character prompt exposed an almighty flaw in Lenovo's Al assistant
Published: August 20, 2025

CONTACT CENTER & OMNICHANNEL CUSTOMER ANALYTICS & INTELLIGENCE SECURITY, PRIVACY & COMPLIANCE LATEST NEWS

Lenovo

Zairia
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- (Model Context Protocol)




?) Model Context Protocol (MCP)

Open protocol for integration between LLMs and external data sources & tools.

What does it offer? Challenges
* Dynamic Context Enrichment  Tool Poisoning & Rug Pulls
* Modular Toolchains « Data Leakage
* Interoperability « Unauthorized Tool Execution
» Cost Efficiency * Dependency Risks

* Insecure Communication

< airia © 2025 Airia, LLC



P

o GBHackers News

Critical GitHub MCP Server Vulnerability Allows
Unauthorized Access to Private Repositories

s The Hacker News

Zero-Click Al Vulnerability Exposes Microsoft 365 Copilot
Data Without User Interaction

€9 CSO Online
Critical RCE flaw in Anthropic’s MCP inspector exposes
developer machines to remote attacks

A misconfigured default in the MCP inspector tool allows attackers to execute arbitrary
commands via CSRF and legacy browser flaws,...

3 weeks ago






CISA Warns of Actively Exploited Langflow Remote Code
Execution Vulnerability (CVE-2025-3248)

Posted by Diksha Ojha on May 6, 2025

The U.S. Cybersecurity and Infrastructure Security Agency (CISA) warned users about a critical severity vulnerah*™ (
tool designed for building agentic Al workflows. Successful exploitation of the vulnerability may allow - N
arbitrary system commands, leading to complete system compromise. CISA added the vulne~ " 66‘\

T ®

e Ak\C2 LY
Vulnerabilit*- ab\\\t\e a\( \eﬁed

As \“e ta P&te( +ulnerability to Langflow. In an article, the security researcher
desc “ \) t 0 a atC‘“es _action without proper input sanitization. The function runs on an
unau mp \ S\)e(: v it this vulnerability by sending crafted payloads to specific API endpoints, leveraging
the un. ( 0 pa(\ﬂ
co™®
urc
(\’SO
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A Common Starting Point

INPUT OUTPUT

API API

o @ ovenn o
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Use Cases Expanded

INPUT

Zairia

@ OpenAl
@ OpenAl

@ OpenAl

&) OpenAl

OUTPUT
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Version Proliferation from LLMs

INPUT

Zairia
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@ OpenAl
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OUTPUT
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Across Multiple LLMs

INPUT

OUTPUT
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Combined with Company Information

ADDITIONAL DATA SOURCES
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Transactional Data

ADDITIONAL DATA SOURCES
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Plus Memory Objects
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Write Updates to Data Sources
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Prompts & Fine Tuning

Fine Tune &

Add Custom

Prompts
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The Need for Al Orchestration & Security

INPUT

< airia © 2025 Airia, LLC




Al Management, Security & Governance

Increase agentic resilience & compliance without sacrificing employee innovation

Al Orchestration Al Security Al Compliance

Protect your Al ecosystem with embedded Drive trust and accountability with Al inventories
security controls and continuous monitoring to designed to meet ISO 42001, EU Al Act, and the
mitigate vulnerabilities and safeguard data. next wave of Al governance requirements.

Empower teams to rapidly design, test, and scale
Al agents with reusable components without
lengthy development cycles

. . . Security Posture Agent Red Al Inventory 3 Party Al Risk
RIS e FiRtelyelie ST Management Teaming Management Management
. . . . Data Security Governance Governance
Data Integration Cost Optimization Agentic Security Controls Operations LLM-as-a-judge
Enterprise Model Lifecycle Routina Engine Responsible Al Human Audit &
Search Management 9 Eng Guardrails Oversight Observability
< airia © 2025 Airia, LLC



Al Management, Security & Governance

Increase agentic resilience & compliance without sacrificing employee innovation

Al Orchestration

Empower teams to rapidly design, test, and scale
Al agents with reusable components without
lengthy development cycles

Agent Builder Prototyping Studio
Data Integration Cost Optimization
Enterprise Model Lifecycle
Search Management
< airia © 2025 Airia, LLC



Al Management, Security & Governance

Increase agentic resilience & compliance without sacrificing employee innovation

Al Security

Protect your Al ecosystem with embedded
security controls and continuous monitoring to
mitigate vulnerabilities and safeguard data.

Security Posture Agent Red
Management Teaming

Data Security

Agentic Security Controls
. : Responsible Al
Routing Engine Gﬁardrails
< airia © 2025 Airia, LLC



Al Management, Security & Governance

Increase agentic resilience & compliance without sacrificing employee innovation

Al Compliance

Drive trust and accountability with Al inventories
designed to meet ISO 42001, EU Al Act, and the
next wave of Al governance requirements.

Al Inventory 3" Party Al Risk
Management Management
Governance Governance
Operations LLM-as-a-judge
Human Audit &
Oversight Observability
< airia © 2025 Airia, LLC



Al Security & Governance

Reduce attack surfaces across the Al lifecycle

Data collecion > Model vaiing > _Deployment

Development & Deployment

< airia © 2025 Airia, LLC




|dentify & Secure: Al Security Posture Management (Al-SPM)

Agent & Al Usage Discovery = el
» Detect shadow Al usage across the organization |

* Monitor sanctioned Al usage

» Generate a compliance ready Al-Bill of Materials

Security Posture Management Use Case: Sanctioned Agent building
i A financial services organization allows developers to build agents on
» Auto-configure agents to route through Al Gateway N8n with a preapproved list of Models. Airia automatically detects agents
. - o configured with LLM nodes and routes them through the Al Gateway to
+ Comprehensive observability and monitoring enforce runtime security guardrails for prompt filtering and DLP to prevent

sensitive data exposure.

* Enable Runtime security Guardrails

Zairia © 2025 Airia, LLC



Al Gateway

Gain observability & apply guardrails to

/ \
[ w a\
@ ( . aairia )
\ = AI Gateway -
D Y
L IR G

Zairia

Observability for Al and Agents built on any
agentic framework

Centralize oversight for Al applications across
your enterprise by funneling all Al application
traffic through the Airia Al Gateway. Configure
Airia to retain user prompt and model
response data for regulatory compliance
needs.

Security for non-Airia built agents

Enforce Airia Guardrails on all Al applications
and safeguard your Al estate just as you would
for Airia built agents.

© 2025 Airia, LLC




Build Secure Integrations with MCP servers

Model Context Protocol Model Context Protocol

Integrate with your favorite apps

Connected Available Integrations

Q Ssearch Provider Source Vv B B8

Unofficial, created by the community

» Select from a curated list of popular
MCP servers o - G,

n for retrieving

* Integrate with remote MCP servers ry

The actual tools may vary based on your account permissions that you authenticate.
Atlassian MCP Server
All Data Sources Prompts Tools -
» Securely deploy STDIO MCP servers
these tools. Your credentials are

Q Search
encrypted and can be removed at any

time. If you need help, contact support.
O ephemeral Sanadboxes 10 ensure 3 s commnton e 2 woeopue
=

-il Assign issue to user : Comment on a page

-il“ Create JIRA ticket Details : Create a Confluence page

— Zero retention
— S eCU re Cre d e nti a I h a n d I i n g orovider Atlassian V' Get issue detals &2 Create a Confluence space

© Verified

Category Project Management -il“ Update issue status : Move a page to a new space

— Tool level authorization o |

=\" Update issue description : Search Confluence

What's Inside the MCP?

— Change management controls for Tools

View Airia docs

< airia © 2025 Airia, LLC



Embrace & Manage the A2A Protocol

Agent interoperability standard introduced in April 2025

* Build complex, cross-platform
automation by discovering, importing
and chaining any A2A-compliant o

accenture /\arize  Articul2 O askai Aarassian  BCOG box Bcaai  Capgeminid
agent. e €

Google Cloud

Partners contributing to the Agent2Agent protocol

cognizant  ® cohere Collibra  zontextualai ¢ cotality ¥ DATADOG Data
: : . @) Decagon  Deloitte e elastic  @Ema gpam dlean  © crowthioop hamess
» Retain Al agent execution details ’
HCLTech “”O&\N INTUIT KPMG P Labelbox LangChain

complete with request and response e e B i B ekl Tt e
details and apply guardrails. 2 en rmm @ ET i Oswews B Eoe

pwc

viKG Weights & Biases wipro -.:o workday. WRITER A ZEOTAP
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Test & Validate: Al Red Teaming

Automated Al Red Teaming & Security Testing

* Automated Attack simulation to test agents against curated
adversarial prompt datasets. 0

* Adversarial Attack Library

* Goal oriented red teaming / Dynamic adversarial prompt :
generation

» Actionable and auditable risk findings

Use Case: Al vulnerability identification

A large manufacturer is building agents in house and adopting Al agents from

Salesforce. Airia can connect to their existing Al products and environments to run R E D T E A M
custom or scheduled tests

AIRIA SECURITY

Zairia © 2025 Airia, LLC




Stay Current By Using the Best Models

Model re-routing based on

Risk Score @ OpenAI

Source Preference

Application / User agent

Destination model A N T H RO P\C

Data location

Data Security Policies Performance

Request Complexity o®o

Model and Provider Availabilit
y

Data Governance Policies

< airia <> airia
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Enterprise Al Platform

Accelerate and secure Al deployments with a comprehensive platform

Rapid Agent Prototyping

Accelerate time-to-value and
reduce technical barriers to Al adoption.

No-Code Builder | Pre-Built Libraries | Prototype Studio

Data Integration Architecture

Seamlessly connect to existing enterprise
systems to maximize investments.

Enterprise Apps | Data Sources | Model Agnostic

Insights
Account Balance
$450.46 3.7K

Usage

Autopay is on

@  Total Requests

‘

Avg Latency Error Rate
41938ms  3.00%

Data ingestion

Timestamp File name

Q

Connectors

Name

aws

L ¢

ey
“e

%
Intelligent Al Operations

Optimize Al performance, manage costs
and scale your Al deployment.

Cost Optimization | Routing Engine | Model Lifecycle

©

Al Security & Governance

Ensure enterprise-grade security,
compliance, and responsible Al usage.

DLP Controls | Audit & Observability | Responsible Al

CONNECTOR MARKETPLACE MULTI-CHANNEL DELIVERY SECURE BY DESIGN FLEXIBLE HOSTING OPTIONS

Zairia

© 2025 Airia, LLC




Airia Agent Library for Enterprises
Growing list of 2,700+ pre-configured Al agents

Human Resources Sales Marketing Finance

+ Talent Acquisition + Sales Forecasting * Marketing Copywriter * Invoice Processing

* Employee HR Assistant » Customer Churn Prediction + SEO Recommendations » Corporate Policy Updates

+ HR Communications * Lead Scoring * Product Recommendations * Fraud Detection

+ Compensation and Benefits + Sales Training Assistant » Customer Segmentation * Spend Analysis
s se—— s sseeeeee—— e eee—

Legal Engineering IT Security Customer Service

» Contract Document Search » Code Review * RFI Respondent » Sentiment Analysis

* Compare & Redline * Documentation Creation » Security Questionnaire » Support Chat Assistant

» Summarize Contracts » Automated Testing * Privacy Questionnaires + SOW Creation

» Patent Drafting * Feature Prioritization » Policy Search * Knowledgebase Articles

< airia © 2025 Airia, LLC



Flexible Deployment Options

Support for multiple hosting models to fit your operational, security, and compliance requirements.

B 3O Choose the right hosting
Shared Cloud i .

. Dedicated Cloud * Time to Value: Fast deployment or
Fast deployment, zero operational overhead Secure cloud deployment with added support controlled enterprise rollout
Deploy in a secure, multi-tenant Deploy in your own dedicated

» Security Posture: Multi-tenancy or full

environment on shared infrastructure. environment, fully managed by Airia. : .
deployment isolation
+ Compliance Needs: Regulatory
requirements and data residenc
aws q y
= + IT Resources: Airia managed or
Private Cloud On-Premises in-house DevOps teams
Maintain network control on existing infrastructure Companies needing full management and control » Control & Cost: Cost-efficiency or
Deploy in your existing Azure or AWS cloud  Self-host in your data center for complete infrastructure ownership
for more control and security. control and ongoing management.
Zairia © 2025 Airia, LLC



& airia

Thank You

Interest in learning more?
Visit us at C82

For a copy of my slides:
NithishRajan@airia.com



