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Evolution of AI

Chatbots
Humans 
talk to AI

Physical
Anything that 
moves has AI

Agentic
Workflows get 

automated
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AI will make our world of 8B people
feel like one with the capacity of 80B
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Can data centers transition to sustainable energy 
fast enough to keep up with AI's demand?

Could AI processing create new demand for distributed 
computing models like decentralized AI?

How much further can we push 
semiconductor technology?

Can global supply chains keep up 
with AI infrastructure growth?

Will new chip architectures dramatically 
improve efficiency, or are we close to the 

physical limits of Moore’s Law? 

How do business models change? 
How do things like AI or agents change 
business models or business structure? 

Will models ever achieve human-like 
understanding and generalization, or are we 

hitting a ceiling in AI capability?

How will AI change employment, education, and 
privacy in the long term?

Can AI ever be fully free from biases?

Who should regulate AI, and how do we 
ensure it is used responsibly?

Could AI accidentally leak sensitive information 
through queries or model outputs?What we don’t 

know yet

How will infrastructure need to evolve over 
the next 10 years to accommodate the 

shifts and accelerations in AI?

Can AI contribute to solving the very problem of 
energy efficiency in data centers?

How will geopolitical AI regulations 
impact global competitiveness?  

Can AI enhance cybersecurity, 
or will AI-driven attacks create a 

new arms race in network defense

Will AI outpace our ability to 
build supporting infrastructure?

How will people need to shift to accommodate this change? 
What does this look like in practice? 

Will data centers transition to new energy sources 
(e.g., nuclear, renewables) to meet AI’s power needs?

Will open-source models catch up to proprietary 
ones, or will companies always maintain an 

advantage with closed AI?

Can AI self-optimize its own infrastructure for efficiency?
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13% Are truly ready – “The 
Pacesetters”

1The Race to an Agentic Future: How Agentic AI Will Transform Customer Experience, Cisco 2025

58% Have well-defined AI 
Strategy 83% Plan to deploy AI agents – but 

infrastructure lags behind 

30% Expect 50-100% ROI 
within 12 months

86% Expect employee 
productivity gains from AI 
within three years 32%

Have defined what work AI will 
automate – a major workforce 
readiness gap

31% Feel capable of securing 
autonomous AI agents

“

55% Prioritize protecting AI models 
and training data

34% Have scalable infrastructure 
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“What are the Pacesetters doing differently”
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The AI Risk Landscape

AI risk is already impacting businesses

86% have experienced an AI-related security 
incident in the past 12 months

Only 45% have resources and 
expertise for comprehensive AI 
security assessments

41% do not have mature controls 
on data used to train AI models

Source: 2025 Cisco Cybersecurity Readiness Index

https://newsroom.cisco.com/c/r/newsroom/en/us/a/y2025/m05/cybersecurity-readiness-index-2025.html
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Consequences of unmanaged AI risk

Financial 
Damage

Litigation Risk Reputational 
Damage

Compliance 
Risk

Security Risk IP Leakage
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▪ AI readiness — not AI hype — is what determines real business value.

▪ Only a small minority of organizations are truly AI-ready, but they’re pulling away fast.

▪ AI value is now measured in months, not years — expectations have accelerated.

▪ AI without security becomes a liability — every new model expands the attack surface.

▪ Most organizations aren’t prepared to secure autonomous or agentic AI systems.

▪ Infrastructure is becoming the biggest AI bottleneck — workloads are growing faster than capacity.

▪ Observability is essential — you can’t scale, secure, or optimize what you can’t see.

▪ Data readiness matters as much as model quality — dirty, fragmented data kills AI performance.

▪ Pacesetters succeed because they integrate strategy, infrastructure, security, governance, and culture.

▪ AI leadership will define future market winners — readiness is becoming the new competitive advantage.

Key Takeaways: AI, Security, and Future Readiness
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Data
gap

Agentic 
shift

Trust
deficit

Infrastructure
constraint
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Power  |  Compute  |  Networking

Chatbots Agentic

Low

High

AI demand

Training Inference

Training or fine tuning a model is a 
pre-production, offline process

Production traffic with users and applications 
accessing model, typically real-time
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AI is forcing a rethink of the tech stack

>80%
not AI ready—need 
hardware acceleration 

>48%
of network, compute, and 
storage infrastructure is 10+ 
years old

Network
speed, fabric designs, and 
performance

40%
increase in security 
breaches year over year– 
due to old infrastructure

Sources: IDC; Gartner; Forrester; TechRadar; CIO.com; Accenture Tech Vision 2025

Scalability

GovernancePerformance

AI-ready
infrastructure

Distributed
Composable

Compute
Storage
Network

Security
Sovereignty
Observability



© 2025 Cisco and/or its affiliates. All rights reserved.

Data
gap

Agentic 
shift

Trust
deficit

Infrastructure
constraint



© 2025 Cisco and/or its affiliates. All rights reserved.

Cisco Confidential

Digital resilience is being tested with AI
New questions are being asked to find out if observability tools can keep up 

Is my AI application 
working as expected?

Is my infrastructure 
or component 

healthy?

Is my model  trusted 
and operating 

effectively?
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AI risk is on the rise
As AI capabilities grow, so does AI risk 

Simple AI Chatbot RAG AI Application Agentic AI Application

Sensitive data and autonomy make AI applications more useful and relevant.
They also make them riskier and a bigger target.
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Teams need to expand their infrastructure monitoring 
capabilities 
To manage AI workloads and resource utilization

AI Infrastructure Monitoring

Orchestration

AI Frameworks & Libraries
AI Application

Infrastructure Layer

Models / Model Serving
Vector Databases

Virtualization / Containerization

Operating System

Services

Hardware

Storage

Network

Application

Traditional Infrastructure Monitoring
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What’s the risk?
AI applications are complex and non-deterministic

User

Application

Model / Agent

Data

Infrastructure

AI Application New Risk Vector

Business & reputational harm

Data security & privacy

Supply chain vulnerabilities

Cyber attacks & threats

Compliance
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Two distinct areas of AI risk

Employee

ChatGPT

GitHub
Copilot

Notion AI

Third-Party AI Tools
Manage employee use of third-party AI tools, 
preventing data leakage and other business risks, with 
Cisco Secure Access.

First-Party AI Applications
Enable end-to-end secure development of first-party 
AI applications across your business with Cisco AI 
Defense.

AI Apps

Tools

Models

Datasets

End Users
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Observability – See it, Fix it, Secure it 
Improve ops efficiency, reliability and insights  

OpenTelemetry Native
Own your data, avoid lock-in, and build on one 
common standard.

AI powered analytics and guidance
AI/ML features like Service Maps and Trace 
Analytics guide faster issue resolution.

No data sampling
Eliminate blind spots avoid Sampling, utilize 
tracing that captures 100% of your data.
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The engine behind Cisco AI Defense
Learn what powers our proprietary model engine, which automatically generates inputs that expose AI vulnerabilities 

AI Algorithmic Red Teaming
Red-teaming AI applications with 
algorithmically generated attacks

AI Cyber Threat Intelligence
Protections continuously updated 
based on Talos threat intel

AI Policy & Taxonomy
Frameworks co-developed with 
government and standards bodies

Cisco AI Defense
AI Model & Application Validation

Cisco AI Defense
AI Runtime Protection

Automatically configured
custom guardrails

Cisco AI Defense
Model Engine
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Common safety and security risks

Risk are present across the GenAI lifecycle

Vector DB

App Data Public Data OSS Model

Trained Model

Production-Ready Model
User

Application

Context

Response
Query

Production

Development

Exfiltration
Denial of Service
Privacy Attacks
Cost Harvesting
Toxicity

Indirect Prompt Injection

Prompt Injection
Data Extraction
Misalignment
Hallucinations

Data Poisoning

Indirect Prompt Injection
Factual Inconsistency

Model Backdoor

Security Risks

Safety Risks
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The AI Security Challenge

Model security is inconsistent

Model A Model B Model C Model D

Built-in guardrails are different for each model, optimized for performance 
over security, and easily broken when changing the model.

Enterprise guardrails provide a common layer of security across models, 
allowing AI teams to focus fully on development.
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Observability 
for Al

Safety & security 
for AI

Al applications & agents

Model

Data

Compute

Network

Silicon
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Data
gap

Agentic 
shift

Trust
deficit

Infrastructure
constraint



© 2025 Cisco and/or its affiliates. All rights reserved.

OPEN-SOURCE  |  ON HUGGING FACE NOVEMBER 2025

Time Series Foundation Model

Optimized for machine data Adaptable to your domainAccurate and scalable

ANNOUNCING
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Friday
12pm

Saturday
12pm

Compute
utilization

Sensor
signals

Customer
interactions

Latency

System 
events

Sunday
12pm

UNSTRUCTURED DATA

STRUCTURED DATA

IT INCIDENT TICKET

User reports intermittent unresponsiveness 
when running reports 

Saturday 1:38 PM

IT INCIDENT TICKET

User reports intermittent unresponsiveness 
when running reports 

Saturday 1:18 PM

IT INCIDENT TICKET

User reports intermittent unresponsiveness 
when running reports 

Saturday 12:11 PM

IT INCIDENT TICKET

User reports intermittent unresponsiveness 
when running reports 

Saturday 08:31 AM

Sales transactions

Degradation in 
customer 
experience predicted

There’s a 60% chance of a network 
outage in the next 18 hours that 
will impact approximately 8,000 
customers, resulting in $500K 
missed revenue opportunity.

See suggested 
remediation… 

TIME SERIES DATA



© 2025 Cisco and/or its affiliates. All rights reserved.

Data
gap

Agentic 
shift

Trust
deficit

Infrastructure
constraint
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AI is rewriting the rules
Apps can now be written 

with little 
human involvement

AI agents will perform 
basic troubleshooting and 

fixes, autonomously

AI apps require
new forms 

of telemetry
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B&C 
GO

Observability must evolve
Fix and prevent with 
AI agents

Observe AI agents 
and infrastructure

Unify observability 
and show business 
impact

Instrumentation 
Agent

Human in the loop

Alerting 
Agent

Troubleshooting 
Agent

Remediation 
Agent

Incident Report 
Generation Agent

Fix and prevent with AI agents
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Learn more about Cisco AI 
Defense

Request a demo of AI Defense Read the State of AI 
Security 2025

Read my article on 
Sovereign AI 


