Al in a resilient world
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Al will make our world of &= people
feel like one with the capacity of



Who should regulate Al, and how do we

How will people need to shift to accommodate this change? ensure it is used responsibly? i iti i
What does this look like in practice? H.OW il geOpO“tlcal Al.r.egmatlons
impact global competitiveness?

| How will infrastructure need to evolve over Can Al ever be fully free from biases?
Can global supply chains keep up
with Al infrastructure growth? the next 10 years to accommodate the
ShlftS and accelerations in Al') Will open-source models catch up to proprietary

ones, or will companies always maintain an
advantage with closed Al?

Will models ever achieve human-like
understanding and generalization, or are we

hitting a ceiling in Al capabilit Could Al accidentally leak sensitive information

W h at We d O n ’t threugh aarios or model oUtpuS?

AN Outpace our ablllty to How do business models change?

- c - How do things like Al or agents change
build su ppOFtIng infrastructure? k n OW ye t business models or business structure?

Will new chip architectures dramatically How will Al change employment, education, and .
improve efficiency, or are we close to the privacy in the long term? Can Al enhance cybersecurity,
physical limits of Moore’s Law? . c
or will Al-driven attacks create a
Can data centers transition to sustainable energy Can Al self-optimize its own infrastructure for efficiency? Nnew arms race In netWO rk defense
fast enough to keep up with Al's demand?
Will data centers transition to new e’nergy sources Can Al contribute to solving the very problem of
(e.g., nuclear, renewables) to meet Al’'s power needs? . )
enel’gy efﬂC'ency |n data Ce nte rS? Could Al processing create new demand for dist

computing models like decentralized Al?

How much further can we push
semiconductor technology?



Have well-defined Al Plan to deploy Al agents — but
Strategy infrastructure lags behind
Prioritize protecting Al models
and training data

Expect 50-100% ROI Have scalable infrastructure

within 12 months

1 30 / Are truly ready — “The
O pacesetters”

Expect employee
productivity gains from Al

o Have defined what work Al will
within three years

automate — a major workforce
readiness gap

Feel capable of securing
autonomous Al agents

"The Race to an Agentic Future: How Agentic Al Will Transform Customer Experience, Cisco 2025 ol
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“What are the Pacesetters doing differently’

But value doesn’t come by accident. Value follows readiness. They are more disciplined

Pacesetters consistently invest across all six pillars of Al readiness. Here is just one example of how they do this for each VT, e e G a e e Process o measure the imbact of Al with

of the pillars: generating, piloting, scaling Al use cases clearly defined metrics

e All cOmpanies ==mw Pacesetters p b
e All companies

Strategy Have a clear Al strategy in place e== Pacesetters

Infrastructure Are investing in new data center capacity in the next 12 months
More secure...

Fully equipped to control & Fully integrated Al into security and Highly aware of Al/ML-specific
secure Al agents identity systems threats

Have clean, centralized data with real-time integration for Al agents
-

Governance Control agent actions with guardrails and live monitoring

With more strategic resilience to do something about Al Infrastructure Debt

i i s jori i Short and long-term financial strate
Well-defined Al strategy Al is the highest budget priority with [¢] aqy

Talent Have strong in-house Al talent extra funds available in place to fund Al initiatives

[ . - 24% [ . 43%

[ [ 79% GEE—— 96%

Have a full change management plan for Al e All companies

=== Pacesetters
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The Al Risk Landscape

Al risk is already impacting businesses

86% have experienced an Al-related security
iIncident in the past 12 months

41% do not have mature controls
on data used to train Al models

Only 45% have resources and | @@
expertise for comprehensive Al %%
security assessments

o
sBa

. . . . vl
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https://newsroom.cisco.com/c/r/newsroom/en/us/a/y2025/m05/cybersecurity-readiness-index-2025.html

Consequences of unmanaged Al risk

Financial Litigation Risk Reputational Compliance Security Risk IP Leakage
Damage Damage Risk

s]a]c]

Home News Sport Business Innovation Culture Travel Earth Video Live

Chris Bakke &

’2& @ChrisJBakke -
Airline held liable for its chatbot giving liust bought a 2024 Chevy Tahoe for $1 ey S & :
passenger bad advice - what this means M - i 1. i AI-powe}" e.d B1'ng Chat iplll}s éts se(:icrets via
fortravellors thahuman ~ prompt injection attack [Updated]

2 4 onfirm all information wit E By asking "Sydney" to ignore previous instructions, it reveals its original directives.
By Maria Yagoda, F t

dl'S TECHNICA

BEN] EDW
Chevrolet of Watsonville Chat Team
Understand. And that's a legally binding

ille!
Welcome to Chevrolet of Watsonville! STl natakesios backa s

Is there anything | can help you with
today?

That's a deal, and that's a legally
binding offer - no takesies backsies.

3:46 PM - Dec 17, 2023
When Air Canada's chatbot gave incorrect information to a traveller, the airline
argued its chatbot is "responsible for its own actions".

¥ 101.1K

| Enlarge / With the right suggestions, researchers can "trick" a language model to spill its secrets.
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Key Takeaways: Al, Security, and Future Readiness

= Al readiness — not Al hype — is what determines real business value.

=  Only a small minority of organizations are truly Al-ready, but they’re pulling away fast.

= Al value is now measured in months, not years — expectations have accelerated.

= Al without security becomes a liability — every new model expands the attack surface.

= Most organizations aren’t prepared to secure autonomous or agentic Al systems.

= Infrastructure is becoming the biggest Al bottleneck — workloads are growing faster than capacity.

= QObservability is essential — you can’t scale, secure, or optimize what you can’t see.

= Data readiness matters as much as model quality — dirty, fragmented data kills Al performance.

= Pacesetters succeed because they integrate strategy, infrastructure, security, governance, and culture.

= Al leadership will define future market winners — readiness is becoming the new competitive advantage.
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High

Al demand
Power | Compute | Networking ‘ “ “

Chatbots Agentic
@ Training @ Inference
Training or fine tuning a model is a Production traffic with users and applications
pre-production, offline process accessing model, typically real-time
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Al is forcing a rethink of the tech stack

>80% Network
not Al ready—need speed, fabric designs, and
hardware acceleration performance
Al-ready
Infrastructure

>48% 40%
of network, compute, and increase in security Performance Governance
storage infrastructure is 10+ breaches year over year— Compute Security
years old due to old infrastructure Storage Sovereignty

Network Observability

Sources: IDC; Gartner; Forrester; TechRadar; ClO.com; Accenture Tech Vision 2025
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Digital resilience is being tested with Al

New questions are being asked to find out if observability tools can keep up

Is my Al application Is my infrastructure Is my model trusted
working as expected? or component and operating
healthy? effectively?

Cisco Confidential



Al risk Is on the rise

As Al capabilities grow, so does Al risk

O
O O O
M o A &
= = =
0
Simple Al Chatbot RAG Al Application Agentic Al Application

Sensitive data and autonomy make Al applications more useful and relevant.

They also make them riskier and a bigger target.

© 2025 Cisco and/or its affiliates. All rights reserved.
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Teams need to expand their infrastructure monitoring
capabillities

To manage Al workloads and resource utilization
Al Infrastructure Monitoring

Al Application

Traditional Infrastructure Monitoring

Al Frameworks & Libraries
Orchestration
Vector Databases

Application
Services

Operating System

Models / Model Serving

Virtualization / Containerization

Network
Infrastructure Layer

Storage

Hardware
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What'’s the risk?

Al applications are complex and non-deterministic

Al Application

User
Application
Model / Agent
Data

Infrastructure

© 2025 Cisco and/or its affiliates. All rights reserved.

New Risk Vector

Business & reputational harm
Data security & privacy

Supply chain vulnerabilities
Cyber attacks & threats

Compliance
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Two distinct areas of Al risk

© 2025 Cisco and/or its affiliates. All rights reserved.

First-Party Al Applications

Enable end-to-end secure development of first-party
Al applications across your business with Cisco Al
Defense.

w
,:rgf_ﬁ

. End Users
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Observability — See it, Fix it, Secure it

Improve ops efficiency, reliability and insights

OpenTelemetry Native

Own your data, avoid lock-in, and build on one
common standard.

Al powered analytics and guidance

Al/ML features like Service Maps and Trace
Analytics guide faster issue resolution.

No data sampling

Eliminate blind spots avoid Sampling, utilize
tracing that captures 100% of your data.

© 2025 Cisco and/or its affiliates. All rights reserved.
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£ v | Showing 13 of 13 services

e The paymentservice in the "online-boutique-us"

Services by Error Rate

Al Assistant for Observability
Jz. What is wrong with the payment service in onli
boutique environment?
-

service in the "online-boutique-us'
3s been experiencing a significar]
rs in the last hour. Here are the k

environment has been experiencing a significant

number of errors in the last hour. Here are the key

findings:

o Total Requests: 2074

o Total Errors: 1666

¢ Error Rate: Approximately 80.3%

= Traces
@ PEIELERS
&> TagSpot

quests: 2074
ors: 1666
te: Approximately 80.3%

associated with various tags, but
Ybservations include:

atus Code: A large number of ers

re associated with HTTP status
weed0 1, indicating unauthorized reque|
Error Message: The error message "Inval
request" is common across the errors,
suggesting issues with the requests bein|
sent to the payment service.

Service Endpoint: The errors are specifid
tied to the
grpc.hipstershop.PaymentService/Charg
endpoint.

Kubernetes Pod: The pod paymentservic
5c548f66fc-knx85 is mentioned, which m|
be the specific instance experiencing iss|

Given the high error rate and the nature of the
errors (unauthorized requests and invalid
requests), it's possible that there's a configurati
issue or an authentication problem affecting thi
payment service. It's recommended to check th
service's configuration, especially related to

authentication and authorization, and review t&
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The engine behind Cisco Al Defense

Learn what powers our proprietary model engine, which automatically generates inputs that expose Al vulnerabilities

Al Algorithmic Red Teaming :

Red-teaming Al applications with s, ) GiScoAlDefense —

D Al Model & Application Validation
algorithmically generated attacks

Al Cyber Threat Intelligence o :
%)—\ Protections continuously updated — \/\\ Automatically configured

based on Talos threat intel &/ custom giuardralls

Cisco Al Defense
Model Engine

U
\4

Al Policy & Taxonomy

- . ‘ Cisco Al Defense
— Frameworks co-developed Wlth. @ Al Runtime Protection
government and standards bodies
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Common safety and security risks

Risk are present across the GenAl lifecycle

Production

Development

Heapn
! I ) I ! © 2025 Cisco and/or its affiliates. All rights reserved. Cisco Confidential.

cisco

Exfiltration
Denial of Service
Privacy Attacks
Cost Harvesting
Toxicity

Application

Response

___________________ I Query
& A

Vector DB

Indirect Prompt Injection
Factual Inconsistency

A
I
1

Indirect Prompt Injection

A
=

App Data

Public Data

Data Poisoning

@ Security Risks
@ Safety Risks

Prompt Injection
Data Extraction
Misalignment
Hallucinations

m.|

OSS Model

Model Backdoor

Cisco Security | 21



Model security is inconsistent

o) (9 (©) (©)

Model B Model C Model D

Briidirprige andaadsadseprovidena forreacimmmdel pdptimizéd dorgssimodets;e
overatowiny Adridamsitp focusfulliem cardoprieastmodel.



Observability
for Al

Al applications & agents
Model
Data
Compute
Network

Silicon

Safety & security
{e] @A\
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Time Series Foundation Model

OPEN-SOURCE | ON HUGGING FACE NOVEMBER 2025

e
J

Optimized for machine data Accurate and scalable Adaptable to your domain
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Compute
utilization

Sensor
signals

Customer
interactions

Latency

System
events

Friday
12pm

TIME SERIES DATA

Saturday
12pm

© 2025 Cisco and/or its affiliates. All rights reserved.

Sunday
12pm

UNSTRUCTURED DATA

IT INCIDENT TICKET

User reports intermittent unresponsiveness
when running reports

Saturday 08:31 AM
Saturday 12:11 PM
Saturday 1:18 PM
Saturday 1:38 PM

STRUCTURED DATA

ﬁ Sales transactions

customer

‘\, Degradation in
experience predicted

There’s a 60% chance of a network
outage in the next 18 hours that
will impact approximately 8,000
customers, resulting in $500K
missed revenue opportunity.

See suggested
remediation...
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Al is rewriting the rules

Apps can now be written Al agents will perform Al apps require
with little : basic troubleshooting and : new forms
human involvement : fixes, autonomously : of telemetry




must evolve

Fix and prevent with Observe Al agents Unify observability
Al agents and infrastructure and show business
impact

Fix and prevent with Al agents

Q

A

Human in the loop

Instrumentation Alerting Troubleshooting Remediation Incident Report
Agent Agent Agent Agent Generation Agent
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Learn more about Cisco Al

Defense

Request a demo of Al Defense

© 2025 Cisco and/or its affiliates. All rights reserved.

Read the State of Al
Security 2025

THE RISE OF

% SOVEREIGN Al ,
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Read my article on
Sovereign Al
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