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Real-Life Incident 2011 – Church Bomb in Alexandria Egypt  

Intelligence Information & 
Facial Recognition Were Not 

Enough for Saving 120 Victims

Every Single Piece of 
Information Matters for 
Finding Target Persons 

Artificial Intelligence 
Can Help in Saving Lives



Challenges of Cybercrime 
and Computer-Related 
Crimes
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Anonymity of Offenders

Encrypted Communications

Lack of Domain Expertise

Evolving Tactics of Cybercriminals

Limited International Cooperation

Complexity of Digital Evidence

Emergence of AI Technologies
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Artificial Intelligence for Committing Cybercrime 

https://wormgpt.net.tr/

https://blog.mithrilsecurity.io/poisongpt-
how-we-hid-a-lobotomized-llm-on-
hugging-face-to-spread-fake-news/

https://www.trendmicro.com/vinfo/us/secu
rity/news/cybercrime-and-digital-
threats/back-to-the-hype-an-update-on-
how-cybercriminals-are-using-genai

https://www.trendmicro.com/vinfo/us/secu
rity/news/cybercrime-and-digital-
threats/back-to-the-hype-an-update-on-
how-cybercriminals-are-using-genai

https://www.trendmicro.com/vinfo/us/secu
rity/news/cybercrime-and-digital-
threats/back-to-the-hype-an-update-on-
how-cybercriminals-are-using-genai

https://flowgpt.com/p/loopg
pt
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UN Draft Convention 
on Cybercrime: 
International 
Cooperation
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Preservation of Evidence

Real-Time Collecting of Traffic 
Data

Interception of Content Data

Law Enforcement Cooperation



United Nations Fight 
Against Cybercrime
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Building Capacities and Expertise

Advanced and Modern Training

Technical Assistance
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Evil AI vs. Good AI 

Artificial IntelligenceArtificial Intelligence for Evil Artificial Intelligence for Good
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Amr El Rahwan
Cybercrime Forensic Expert

UNODC Regional Centre for 
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