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“c°  Governance
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Management
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Enforcement
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“d°Data

*  Source of Data
*  Rights Obtained
*  Primary & Secondary Uses

*  Ownership Rights and
Limitations

. Personal information —
privacy compliance

. Sensitive data
J S
. Licenses

*  Ownership of Al Generated
content

*  Accuracy/ Validity

*  Completeness

*  Consistency

* Timeliness/ Recency
. Integrity

. Uniqueness

& Fitness for Purpose
*  Reliable/Useful

*  Represents the population set
related to the outcome

Requires highly
trained staff

What is the purpose of the project/product/service

What is the data source — how was it obtained — what gaps
does it have naturally — missing geographic or demographic
groups that are important to the outcomes

What other bias — human, storage, training, analytic bias
has been introduced via the process and needs to be
address

How are the models observed — observational Al?

Are the outputs — viewed in light of outcomes to be
achieved?

Training /Red teaming/ reviews/ audits







Type of

Al Agents

Attacks are exploiting vulnerabilities at every interaction stage of Gen Al:
*  Prompts

* RAG

* Tool Output

* Model Response

Attackers are motivated to access and steal proprietary data, generate malicious
content/code

The introduction of Al Agents adds another layer of complexity — as these
autonomous systems can interact with different environments and make
independent decisions — creating a new threat landscape

Organizations will need to continue to invest in robust security measures to
monitor their infrastructure as well as their partnership eco-systems
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“co Organization Readiness

Level of Maturity

05  Optimized — Enterprise Ready

04 Managed — Portfolio of Projects

03  Defined — Programmatic Elements

02 Repeatable — Teams Evidence Maturity

01  Ad Hoc - Project by Project
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"o Leadership

CEO Perspectives on Al - Opportunities

Increase product Demand

46%
Improve Employee Engagement

62%
Increase Sales/Revenues/Profits

68%
Improve Marketing

79%
Increase Innovation/Creativity

87%
Increase Firm Productivity

86%
Increase Labor Efficiency

91%
0% 20% 40% 60% 80% 100%

Source: The Conference Board — C-Suite Outlook 2024



"o Leadership

Increase regulatory burden

Displace labor

More cross functional collaboration
More buisness model Innovation
Requires additional capital spending

Requires new skills/training

Increase/Change strategic...

CEO Perspective on Al - Risks & Challenges

3/ %
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Source: The Conference Board — C-Suite Outlook 2024
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4 Engagement

1000+ Global Al Regulations

Canada: Guidance on generative Al;
Bill C-27: digital charter implementation

UK:

US: NIST Al risk management framework;
Al Disclosure Act;
Blueprint for an Al b

I of rights

EU:

Peru: Law promoting the
use of Al for the economic
and social development
(No. 31814)
— Brazil: Bill No. 2338 of
2023 to regulate Al

—— Argentina: Recommendatio
for a trustworthy Artificial
Intelligence

Artificial Intelligence (Regulation) Bi

CMA Report on Al Foundation Models
China: Measures for

Al Act: the Management of

Al Lia y Directive Generative Al Services

~Singapore: Al
Governance
Framework for

'/ Generative Al

UAE: National
Strategy for Al 2031

Guideline
on Engaging with Al

New Zealand:
Algorithm Charter



Zo% Timeline — Overview of Al Regulations & Initiatives

Select Al Governance events between
2020-2024 include:

1. Frameworks

2. Initiatives

3. Standards efforts underway
4. Passed & pending legislation

5. Take aways
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2011

Al Governance Related Events by Year

2019: OECD Al Principles
2021: NIST Al RMF (RFI)
2021: NYCLL 144
2021: UNESCO

2022: ChatGPT 3.5

2023: EU Al Act

2021 2022 2023 2024

2024: CAIA

2025
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_° Public-Private Dialogue D |

* Public-Private Dialogue assists in building standards and in operationalizing Responsible Al

* Forward looking frameworks (e.g., OECD, NIST Al RMF) are helpful in providing guidance for all types of
organizations to follow — enabling innovation across organizations

e Assists in LLMs to build next generation models in a more effective manner

* Assists to define responsibilities across a complicated global innovation eco-system — you can not have
responsible Al in a vacuum — you are only as good as your partner organizations

* The more dialogue between public and private enterprise the better likelihood for improved standards that
assist in interoperability and better outcomes for individuals, business and governments

e Organizations to watch in 2025 — OECD, NIST, Implementation acts of the EU as well as China and Singapore
acts

e Join organizations — International Chamber of Commerce, Data & Trust Alliance, Executive Tech Board among
others




% Responsible Al — We all Benefit




Thank you!

JoAnn.Stonier@mastercard.com

https://www.linkedin.com/in/joann-stonier-55
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