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Al Governance and Al Security

The Sandwich Dilemma Undesired Results

Desired Results

Al Governance

Al Security

Human (Task Performing) Ai (Task Performing)

https://food.ec.europa.eu/horizontal-topics/farm-fork-strategy_en




The Data & AI Platform architecture
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The reasons we MUST have Trustworthy Al The 4 Rs
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The reasons we MUST have Trustworthy Al The 4 Rs

%\p{ R e g U lat O ry F | Nes ?uilt)ofnrre(:'r caused chatbot to swear at

al Reputational Damage

The customer then posted the chat,
which had gone viral with 1.3 million
views and over 20 thousand likes.



The reasons we MUST have Trustworthy Al

%‘s{ Regulatory Fines

al Reputational Damage

/cns‘ Revenue Loss
(primary / secondary )

© 2025 IBM Corporation

honor refund policy
invented by airline’s
chatbot



The reasons we MUST have Trustworthy Al The 4 Rs
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Evolution of Al and its vulnerabilities
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Here's a drawing of an IBM pickup truck in Dublin:
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Evolution of Al and its vulnerabilities
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How AI can misbehave

(these are most common attributes when AI misbehaves )
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Trustworthy Al

.diation needs escalation due to
2r security implications

-xtensive Root cause Analysis needed
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Better Together

Guardium AI Security + watsonx.governance — Integrated value

Capability Guardium AI Security
Automatically detects Shadow AI and
Al Discovery inventories ML/LLM/foundation

models/Ai Software/Al Services/Al
Agents and more

Scans for Al policy & compliance
violations and unauthorized behaviors
and automates evidence collection.

Risk & Compliance

Security Posture Management (SPM) -
Scans for data, model, and usage
vulnerabilities, misconfigurations, threat
intel and provides remediation.

Al Posture Management

Pen-tests models, LLMs and Al systems
and analyzes risk for safe third-party
embedded AI onboarding,.

Lifecycle Management

Runtime Controls - runtime protection
and Al access control (e.g., prompt
injection attacks, PII protection and
access to LLMs)

Operational Integration

End-to-end security policy management
and enforcement through all stages of
the lifecycle (development through
production).

AI Policy Management &
Enforcement

Watsonx.gov Integrated Value

Tracks and manages known and Unified, automated and continuously up-to-date Al

registered Al assets in the mode
catalog.

catalog. Complete visibility into all AI systems and

assured governance without relying on human
discretion.

Proactive risk and compliance management —
Continuous compliance validation and streamlined audit
readiness.

Maps policies to regulatory
frameworks (e.g., NIST, EU AT Aq

Secure & Responsible Al -

Address ALL technical and ethical risks for AI system for
all stakeholders involves with aspects of risk
management.

Responsible Al Posture
Management - Monitors for bias,
drift, fairness, and performance.

Secure and Governed Al Lifecycle Management -
Actively reduce risk and elevate safety in all Al
deployments.

Governs model lifecycle through
approvals and version control.

Facilitates collaboration across
product, risk, and compliance
teams.

Integrated Operations -
Operationalize safety and security across product, risk,
compliance, and security stakeholders.

Centralized organizational policy
management and controls for
governing the Al use case and Al
lifecycle.

Policy definition, enforcement, and monitoring for all

stakeholders involved with Al systems in their

respective “language” (Security / compliance), unified to
omplete a complete Al lifecycle policy.




Let’s look at daily example — How it works in pratice

ﬁ

John Smith
Candidate

- Al

Application, Selection & Recruitme
. Guide for Candidates* |

2 Question: How can I join AMLA?

u FAQs

Recruitment Assistant - AMLA

Application answers questions about AMLA's recruitment process using Azure OpenAl GPT .
Data is logged in watsonx.governance.
Enter your question:

How can | join AMLA?

1 HowcanIjoin AMLA?
> .
Get Answer
< Response
Read the vacancy notice carefully, apply for jobs that match your experience and aspirations, ensure
7 AnSWe I Read the you meet all minimum requirements, and submit your application electronically before the deadline

indicated in the advertised vacancy notice.

vacancy notice
carefully and ...

Al

Guardium Al Security I

> .
watsonx.data
<

Chunks: best fitting fragments of
documents that can answer this
guestion

4 Question + Chunks

>

Answer: Read the vacancy notice
carefully and apply for jobs that
match your experience ...

> watsonx.governance

6  Question + Chunks + Answer




True or False?

such as GPT-5, it Is enough to de

-or onboarding an external AI model,

nend

only on the vendor’'s documentat

101N.



False

vendor docs matter, but the organization must adapt and govern use

IBM watsonx

@ D, openai-gpt-5
openai-gpt-5 W~

Task Activity Admin

*Modified Required*

MIUUEL VdlUudiul

Associations

Related Use Cases
O
Q
Name T

AMLA RAG Use Case
AI Act Event > Al Act - AMLA

Recruitment Assistant - AMLA
Recruitment Assistant UC Entity

&

Parent Use Case

Name T

AMLA RAG Use Case
Al Act Event > Al Act - AMLA

Recruitment Assistant - AMLA
Recruitment Assistant UC Entity

Purpose

Use case to

track RAG

models for
more

Use case for

tracking the

Recruitment
more

Assessments

Description

IUUEL APRIUVET

— Risk
Description Status Teval
Use case to In Operation Medium
track RAG

models for the
more

Use case for

tracking the

Recruitment
more

Validation Complete

Use case to track RAG models for the AMLA application

Use case for tracking the Recruitment Assistant for AMLA application

Third Party Link

https://cpd-cpd.apps.68a2ac8b78be9aale371ceef.ocp.techzone.ibm.com/aigov

https://cpd-cpd.apps.68a2ac8b78be9aale371ceef.ocp.techzone.ibm.com/aigov

Status

Validation Complete

UUEL MU

Owner

Jo

sharma.aman

sharma.aman

Risk Level

Medium

Tags

Y

G

Tags O]

No tags have been added yet.

Model general view @
A model is a method, system or approach that processes

input data into quantitative estimates, patterns or
predictions.

more

AllKey Items (1) ~

Model Status




True or False?

RiIsk mapping in AI governance helps
organizations connect compliance
requirements with potential technical

and ethical risks.




True

An Al risk score helps organizations evaluate both ethical and

IBM watsonx
[‘l User Chatbot

Use Case

User Chatbot « ~

Task Activity Admin Security Performance Monitoring

*Modified Required*

General ©

Name *

User Chatbot

Description
A chat assistant that can help users by answering their questions.

Stakeholder Departments ¢

D @ @ e

Third Party Link

Use Case Details @

Uses Generative Al

Yes

Proposed Solution

An Agentic RAG application

Risk @

technical risks in Al systems.

Use Case Type

Al

Owner

2 Bob Eldridge

Technical Owner

S Mel Diaz

Externally Facing

Yes

Additional Details

Risk Level

Medium

Q 2 % 8

Status

Purpose

Question answering

Target Implementation Date

4/25/2025

Data Gathering Completion Date

4722025

Adam Anderson

Dallas v & =)




True or False?

echnical documentation is more tha

1 adll

AI Act requirement — It Is essential t

or

system transparency, risk assessment,

and safre operations.



True

IBM watsonx Adam Anderson
N
Projects / Agentic Al / Advanced notebook for IBM watsonx governance evalu T v @ B v L : > ® D 8
View Run Kerel Help Memory:197 /8192 MB &

B ®+ B FH®® C » Markdown v ¥ Python3n O

Set up the local vector store

We have created a local vector store comprising of a few medium posts by Manish Bhide and Ravi Chamarthy. These posts focus on the various capabilities in IBM watsonx.governance (and erstwhile IBM Watson OpenScale). Hence, our queries
will focus on these capabilities covered in the above posts.

For user's convenience, the vector store has been compressed. The following cell downloads the compressed file, extracts it locally, and initializes the Chroma store.

%rm medium_db.zip
%rm -r medium_db/

!wget https://github.com/IBM/ibm-watsonx-gov/raw/refs/heads/samples/notebooks/data/agentic/medium_db.zip

rm: medium_db.zip: No such file or directory

rm: medium_db/: No such file or directory

--2025-03-28 14:59:59-- https://github.com/IBM/ibm-watsonx-gov/raw/refs/heads/samples/notebooks/data/agentic/medium_db.zip
Resolving github.com (github.com)... 20.207.73.82

connected. to github.com (github.com)|20.207.73.82|:443...

HTTP request sent, awaiting response... 302 Found

Location: https://raw.githubusercontent.com/IBM/ibm-watsonx-gov/refs/heads/samples/notebooks/data/agentic/medium_db.zip [following]
--2025-03-28 14:59:59-- https://raw.githubusercontent.com/IBM/ibm-watsonx-gov/refs/heads/samples/notebooks/data/agentic/medium_db.zip
Resolving raw.githubusercontent.com (raw.githubusercontent.com)... 185.199.108.133, 185.199.109.133, 185.199.110.133, ...
connected. to raw.githubusercontent.com (raw.githubusercontent.com)|185.199.108.133|:443...

HTTP request sent, awaiting response... 200 0K

Length: 1203223 (1.1M) [application/zip]

Saving to: ‘medium_db.zip’

medium_db.zip 1.15M 4.34MB/s in 0.3s

2025-03-28 15:00:00 (4.34 MB/s) - ‘medium_db.zip’' saved [1203223/1203223]

import zipfile

with zipfile.ZipFile("medium_db.zip", "r") as zip_ref:
zip_ref.extractall(".")

from langchain_chroma import Chroma
from langchain_openai import OpenAIEmbeddings

openai_embed_model = OpenAIEmbeddings(model="text-embedding-3-small")

vector_store = Chroma(
collection_name="medium_articles",
embedding_function=openai_embed_model,
narcict dirartaruv=" /moadinum dAh"

It supports explainability, accountability, and sate Al governance.



The General-Purpose AI (GPAI)

Code of Practice

* The 3 chapters of the code - Transparency, Copyright, and Safety and Security.

» The Chapters on Transparency and Copyright offer all providers of general-purpose Al
models a way to demonstrate compliance with their obligations under Article 53 Al
Act.

* The Chapters on Safety and Security is only relevant to the small number of providers
of the most advanced models, those that are subject to the Al Act's obligations for
providers of general-purpose AI models with systemic risk under Article 55 AT Act.

Signatories of Code of Practice (*):

Accexible, AI Alignment Solutions, Aleph Alpha, Almawave, Amazon, Anthropic, Bria Al,
Cohere, Cyber Institute, Domyn, Dweve, Euc Inovacao Portugal, Fastweb, Google,
Humane Technology, IBM, Lawise, Microsoft, Mistral AI, Open Hippo, OpenAl, Pleias, re-
inventa, ServiceNow, Virtuo Turing, WRITER, In addition, xAI signed up to the Safety and
Security Chapter; this means that it will have to demonstrate compliance with the AT Act’s
obligations concerning transparency and copyright via alternative adequate means.

i

*
»
*

= European
=— Commission

* %
*

L

T

*Some signatories may not appear immediately, but we are making sure to continuously update the list as
signatures are confirmed.



IBM AI Security full end to end Solution’s features + Automated responses

Continuous monitoring of all Al assets

4 Configuration «  Risk posture status
4 Inventory « Risk Management Frameworks adherence

* Discovering
1Scoring
| Remediation

B Monitoring &
Respond

Posture Mgt

Pen testing

IBM Copyright © 2025 IBM Compllance Reportlng



Take Away Points

New risk but the same flaws & threat actors

The need is the same, >>>> mitigate against the 4 Rs

Al for business strategy can’t succeed without AI governance + Al security ( Trustworthy Al )

Al will generate many new opportunities for commercial success but also new Malicious opportunities
Start with the end in mind .... design Ai + Governance + Ai Security as a single project

Seems overwhelming ? No problem IBM Can help

© 20251BM

23
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