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Tools that can communicate: responding and taking
actions in digital and physical ways ... cyber-physical

CYBERNETICS

in the Animal and the Machine

NORBERT WIENER
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 NATO'’s innovation activities currently focus on key
technology areas:

« Focus on ‘dual-use’ technologies addressing societal
resilience challenges, not just the traditional defense
perspective

Technologies and Domains

Artificial Intelligence
Data and Computing

Autonomy

Quantum-enabled technologies
Space systems

Manufacturing

Energy

« A holistic defence mission ATO- Tpi: Eerqinq and

------------------

disruptive technoloqgies
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r—— Holistic defence : The problem space

North Atlantic

= |Insecurity is driven by complex, interrelated
global challenges, e.g.

Scarcity of water, nutrition, natural resources

Economic hardship

Political instability

Hostile threats from criminals, terrorists, nation states
= Understanding/tackling this complexity requires
world-leading science and technology

= \WWe are increasingly living in an Al/ML powered
cyber-physical world

--------------------------------
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Defence Innovation
Accelerator for the D
North Atlantic

Holistic security and dual use:
The problem space

= Complex and dynamic technology
systems

= ... systems have increasing reach and

complexity, spreading around the world

= ... blurring of lines between established
isolations:

= Industry

= Government

= Accademia

= Defence, security and resilience
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s Some current defence technology
challenges

= Track developments at the cutting edge and those

over the horizon. Ratio of U.S. R&D to gross domestic product, by roles of federal, business, and other
nonfederal funding for R&D: 1953-2015

= |dentify priority areas for focus; from the perspectives of

3.0

both opportunities and risks

2.5

= Technical literacy amongst Government bodies is

2.0

lacking in many countries

1.5

Percent

1.0

= Tech development and adoption is occurring at an

0.5

unprecedented pace

= Shift from Governments’ housing leading technology to 00
\q%%\o)%%\o)é\o)%o’\qb\\q@\o)@\o)‘é\\O)Q)O)\o’)\'\\o;\%\(g\%\o;\/\\o)/\o)\o’%\\o)%/b\%%%\q‘?;\\0)000’\0)0)\\0)0)/’)\0)%%\0)0)/\\0;:’)0)»6@\@6}),196’),196\q/ggq%g'\\q/g\%q/g\%
multi-national corporations is established Vear
-o- Total Federally funded  -B= Business funded Other nonfederal

= Securing the talent pipeline for the future
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e A key role for NATO

North Atlantic

= Establish agreements and principles of responsible use for

emerging technologies in the defence and security domain

= House innovation coordination mechanisms to enable the

maintenance of a leading edge in technology development

= Combine the excellence in STEM-B that is distributed throughout it's

unique multinational membership

= Establish a technology transfer pipeline to ensure continuity of

technical excellence

= Attract the next generation of high calibre talent

= Co-develop, Invest, Edify

210303-EDT-adv-grp-annual-report-2020.pdf
(nato.int)
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Defence Innovation
Accelerator for the D
North Atlantic
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Defence Innovation Accelerator for the
North Atlantic: DIANA

Convene triple-helix stakeholders: government |

industry | academia

Fund research by through a network of
accelerators: development and translation in key

Emerging & Disruptive Technologies (EDTs)

Establish a network of prototyping and test facilities

from across Allies

Operational timeline: initial operational condition in

2023 [ fully operational by 2025



A Updated DIANA footprint: Accelerator sites
s March 2023

Accelerator for the
North Atlantic

Key

Niels Bohr Institute/ Biolnnovation ==
Institute Bll Copenhagen
quantum-enabled technology, biotechnology

Regional Offices
A\ Regional Hub
® Test Centres

Tallinn Science Park Tehnopol A =]}
Startup Wise Guys / Tartu Science Park
Al, cyber, space, greentech (energy and propulsion)

*

I-Hub, Imperial College London

‘ Accelerators Al, cyber, quantum-enabled technology,
biotechnology e

Mass Challenge Boston ==
aerospace, biotechnologies, space
technologies, undersea technologies

Czechinvest Prague

Al, space, greentech (energy and
|propulsion), CERN related (data and
computing)

WSL Wallonia & Brussels
Al, data, autonomy, cyber, biotechnology, aerospace
(space), micro/nanotechnology (novel materials),

greentech (energy and propulsion)

PN MAC Seattle
Al, next generation communications,

robotics, pharmaceuticals, aerospace,
biotechnology

Odtii Teknokent Ankara
biotechnology, energy and propulsion,
novel materials and other deep tech
programmes

France intends to facilitate access to French
accelerator sites drawn from across the French
innovation sector. il

Test Centres in the United States

across all emerging and disruptive technology areas

idD Portugal Defence Lisbon
data and computing, biotechnology, novel materials,
renewable energies (energy and propulsion) Ell

Demokritos Athens
Al, data, autonomy, nanotechnology
(novel materials), biotechnology

“ |OGR/ Plug and Play Turin
aerospace (space)

' NATO UNCLASSIFIED
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Updated DIANA footprint: Test Centres

NV | oTAN
Defence Innovation M a rc h 2023
Accelerator for the
North Atlantic - =
GERMANY - 9 sites - - - ESTONIA - 6 sites —_—
Al, data, autonomy, space, DENMARK -4 sites == Al, data, autonomy, cyber, robotics,
quantum, hypersonics, secure quantum, nanotechnologies, space, quantum, biotechnologies,
communications, energy and novel materials, optics, novel materials, manufacturing,
Key propulsion, semiconductors laser, metrology unmanned vehicles, aerospace
: NETHERLANDS - 2 sites == v LATVIA —_—
Regional Offices Al bl mbaomois NORWAY &= Al, data, communication technology
A Regional Hub systems, novel materials, data, autonomy,
energy, quantum robotics LITHUANIA - 6 sites -
® Test Centres = Al, data, autonomy, cyber, greentech,
biotechnology, space, novel materials,
energy and propulsion

@ Accelerators

BELGIUM - 14 sites N §
Al, autonomy, hypersonics,
manufacturing, cyber,
nanoelectronics, ICT

UNITED KINGDOM
operational testing

Test Centres in the United States =
across all emerging and disruptive technology areas

FRANCE - 10 sites il
Al, autonomy, quantum,
biotechnologies, energy and
propulsion, novel materials,
advanced manufacturing,
hypersonics, space

T
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1
SPAIN - 8 sites s
Al, maritime, neurotechnology,
5G, quantum communications,

energy

P

PORTUGAL =
Al, data, autonomy,

novel materials

ITALY - 2 sites [ N | SLOVENIA - 3 Sites smm
data, maritime, ISR, air, Al, 5G, cybersecurity,
space, materials

critical infrastructure

POLAND - 7 sites -
Al, data, autonomy, CBRN, cyber,
communication technology, quantum

SLOVAKIA - 6 sites Lo
Al, data, autonomy, robotics, cyber,
space, aerospace, biotechnology

HUNGARY - 2 sites —
Al, autonomy, cyber

ROMANIA - 2 sites B R
Al, hypersonics

BULGARIA - 3 sites ™=
Al, data, autonomy

TURKEY - 2 sites 8
Al, data, autonomy,
computing, cyber,
biotechnology, space,
hypersonics, quantum

GREECE - 4 sites =
Al, data, autonomy, space,
quantum, biotechnology, novel
materials and manufacturing
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e Defence Accelerator for NATO: DIANA

North Atlantic

DIANA'S ELEMENTS INCLUDE:
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TEST CENTRES ACCELERATOR NETWORK

A transatlantic network of over 63 technology A transatlantic Accelerator Network
Test Centres to enable innovators to leveraging over nine accelerator sites to boost
engage in co-development with the development of technological solutions
operational end-users and to conduct by innovators through a competitive deep tech
testing, evaluation, verification and validation start-up accelerator program.

of their proposed solutions

® & ® & @ ® & » 5 & 0 o & 5 & 4 P O B O B 6D S S S S S S S O 8 R O P B " B 0O S 8P S P RS 0 80 B " & 0 D 0D 88

TRUSTED CAPITAL DATABASE RAPID ADOPTION SERVICE

Trusted Capital Database to match vetted Allied Rapid Adoption Service to leverage NATO as a

innovators with trusted investors; contracting vehicle to rapidly procure technological
solutions;

———————————————————————————————
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D DIANA & NATO Innovation Fund

At the 2022 Madrid Summit, 22 Allies launched the NATO Innovation « EUR 1 billion VC fund: Strategic
Fund, the world's first multi-sovereign venture capital fund. Since then, investments in start-ups developing
significant steps have been made to fully establish the Fund by NATO's dual-use emerging and disruptive

Vilnius Summit in July 2023.

technologies critical to Allied security.

« World’s first multi-sovereign venture
capital fund.

* Focus on early-stage investments in
deep- tech such as Al aligning with
objectives:

* to seek out cutting-edge
technological solutions

AT "  to bolster deep-tech innovation
::\gg)rjricitrric:z(G?’%r]i;agjzegzszitoltenbergatthe Signing Ceremony of the NATO Innovation Fund Letter eCOsyStemS across the Alliance;
and
' NATO UNCLASSIFIED « to support the commercial
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4% NATO . .
N ZRITAS Features of this technology engine

= Administrative heavy practices [ agility and flexibility
= Protected environment to mitigate risks of technology loss to

undesirable markets/investors

= Enable greater inclusivity and diversity in the mission of NATO —

appealing to future talent

= End-to-end horizon scanning, development and implementation

portal; dovetailing with domestic efforts

= Game changing proposition for a world that is being transformed by

game changing technology

= Establish a more responsive and dynamic technology system

that is able to react to shifting challenges

= Engineering serendipity

NATOUNCLASSIFIED




S N Global insecurity, security, warfare and dual-use

* Problems of warfare and issues related to broader global

insecurity challenges: the former is a subset of the later

* Primary defence mission should be be to make the conflict
subset as small as possible for sustainable security
« Deploying technology to better understand human activity

can serve a dual use:

* Assets can enable us with our short-term, hopefully

short-duration, conflict campaigns

Global
security
problems:
including
climate
change

« Same assets can provide the means by which we can
monitor and mitigate drivers of conflict — e.g. drivers

being climate change

NATOUNCLASSIFIED
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R S Dual-use ...
Energy security and infrastructure resilience

Generation: None \'\‘ﬁ
oh Transmission: None “ﬁ
.:-:-' = Sfpaieh I Distribution: 3 Oblenergos &
T ‘\\"-. Loads: First 0rderlmpacts®
Center '~~~

Public
Networks

Transmission [EREER 1----~ '
Substation

Private
Microwave
Network

110 kv Distribution
& be’OW Substation

= = = Leased Lines

Private Fiber Network

—— Microwave

Electric Power

Residential

Industrial
Loads Loads

Commercial
Loads

Source: Modification to the DHS Energy Sector-Specific Plan 2010

|
Firefighters tackle a blaze at a thermal power plant damaged by a Russian missile attack in Kyiv [State Emergency Service of |
Ukraine/Handout via Reuters]

https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2016/05/200 NATOUNCLASSIFIED
81514/E- ISAC_SANS_Ukraine_DUC_5.pdf
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Dual use ...
The resilience of data and information systems
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Space systems: communications,

spoofing time and position,.., the debris
problem
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Engage

Innovators

We're strengthening our product-market fit! We want to
learn more about the start-ups who share our vision. If
your company is headquartered in a NATO member
nation, developing a deep technology and building a
dual-use solution, we want to know about you. We want
to ensure our programme best fits your needs.

Connect with us

Investors

We're helping source your next investment! DIANA will
de-risk investments in companies going through our
challenges by conducting business and technological due
diligence, and by demonstrating that technologies
coming out of our accelerator have significant market
opportunities. We want to partner with proven, deep
-tech and dual-use investors to support our innovators.

Investors can receive invitations to exclusive events,
demo days and reports from our test centre network on
the progress of product development.

If you're interested, and are headquartered in a NATO
member country, get in touch.

Connect with us

Mentors

We're fostering and protecting the next generation of
dual-use and deep tech solutions, and the start-ups and
small companies who are developing them. If you have
the expertise - whether technological, investment,
scientific, business engineering, procurement or military -
that can help them deliver and thrive, get in touch.

Connect with us

Our commitment to
diversity

NATO's DIANA challenge programme is
committed to diversity and inclusion, and
welcomes eligible applicants from all NATO
member countries, independent of gender, age,
nationality, ethnicity, religion or belief, cultural
background, sexual orientation, and disability.

4/19/23 | PAGE 20



Connect with us ...

https://lwww.diana.nato.int/

https://www.linkedin.com/company/nato-di
ana/
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