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Step 1 Step 2 Step 3

Know the data your model is trained on.

o Investigate the data.

o Training data vs. system’s input data.

o Potential bias in the datasets.

o Understand data rights issues – IPR, 

Copyright etc.

Define the limitations of your system.

o Mark the out-of-bounds – unintended use of 

the code/product.

o Narrow definition of your system – explore 

its limits, evil ramifications.

o System replaces humans – reviewing the 

certifications, licenses that apply.

Brainstorm how your system might fail - and what 

harm might result.

o Take time to assess and mitigate potential 

failure modes.

o Can your system be tricked or gamed?

o When used inside your sandbox, what’s the 

worst that can happen?
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